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PIN Reset Overview

The PIN Reset option from the main menu within the CWS allows the ability to enter the
applicant’s last name and personal identifier, capture the fingerprints, and enter a numeric 6-8

digit PIN to reset the PIN.
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PIN Reset

Step 1: Enter the Users Last Name and Personal Identifier and select ‘Search’. Personal
Identifier dropdown allows to select whether to search by Employee ID, Social Security Number

or HHS ID. Select ‘PIN Reset’ from the drop-down.
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PIN Reset

Step 2: The applicant’s card information will be displayed. Select the ‘Continue’ button.
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PIN Reset

Step 3: Follow the directions on the ‘Applicant Verification’ tab and place the fingers requested
onto the scanner. Select the ‘Capture’ button to capture the fingerprints. Select the ‘Next’ button

to continue. N
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PIN Reset

Step 4: The fingerprint matched successfully. Select the ‘OK’ button, then select the ‘Next’
button to continue.
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PIN Reset

Step 5: Enter a numeric PIN between 6-8 digits long and re-enter the PIN. Select ‘Perform PIN

Reset’.
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PIN Reset

Step 6: The PIN has been reset successfully. Select the ‘OK’ button to return to the ‘Home’
Page.
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Certificate Update Overview

The Certificate Update option from the main menu within the CWS allows the ability to update
expired certificates by verifying the applicant’s identity using their PIN number. A verifier, knowing
the applicant’s public key through some credential (typically a public key certificate), can use an
authentication protocol to verify the applicant’s identity by proving that the applicant has
possession and control of the associated private key authenticator.
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Certificate Update

Step 1: Enter the Users Last Name and Personal Identifier and select ‘Search’. Personal
Identifier dropdown allows to select whether to search by Employee ID, Social Security Number

or HHS ID. Select ‘Certificate Update PIV Card’ from the drop-down.
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Certificate Update

Step 3: Have the applicant enter their 6-8 digit numeric PIN and select the ‘Next’ button to
continue.
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Certificate Update

Step 4: The numeric PIN is validated. Select the ‘Next’ button to continue.
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Certificate Update

Step 5: Follow the directions on the ‘Applicant Verification’ tab and place the fingers requested
onto the scanner. Select the ‘Capture’ button to capture the fingerprints.
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Certificate Update

Step 6: The fingerprint matched successfully. Select the ‘OK’ button, then select the ‘Next’ to

continue.
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Certificate Update
Step 7: The Card Encoding is in progress. The operator must wait until the encoding process is

complete. Then select the ‘Next’ button to continue.
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Certificate Update

Step 8: The card has been issued successfully. Select the ‘OK’ button, then select the ‘Next’
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button to continue.
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Certificate Update

Step 9: Enter your numeric PIN and press the enter key to review and accept the agreement.
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Certificate Update

Step 10: The card issuance has been completed successfully. Please remove the card from the
reader and select the ‘OK’ button to return to the ‘Home’ Page.
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Recycle ALT Overview

The Recycle ALT option from the main menu within CWS provides the ability to terminate and
recycle the ALT card.

Note: CWS supports the capability to terminate and recycle ALT cards within the “ALT recycle

>,

workflow” simultaneously.
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Recycle ALT

Step 1: Select ‘Recycle ALT’ from the main menu below.
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Recycle ALT

Step 2: Select ‘Yes’ to terminate and recycle this card. If not, select ‘No’.
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Step 3: The ALT recycle is in progress. The operator must wait until the encoding process is
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complete. Then select the ‘Next’ button to continue.
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Recycle ALT
Step 4: The card was recycled successfully. Select ‘OK’ button to continue.
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Questions?

Please contact the HHSIdentity Help Desk if you have any questions
(hhsidentityadmins@deloitte.com).

SERVICEy
>T =)
+
~
=
- 2
<
‘s
“
N,
® taveng




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28

